	----- Port Numbers Notes -----

- All of these port numbers are registered though IANA (Internet Assigned Numbers Authority

- Port numbers are for communication, not security

- IP protocol service #50 (NOT port number); ESP (Encapsulating Security Payload) [used with Ipsec]

- IP protocol service #51 (NOT port number); AH (Authenticating Header) [used with Ipsec]

- Server port is critical, because it is the one that's always getting the "Well-Known" port number.

- The client (laptop) can reply via ANY port - the server (website) must always stay consistent

- Ports 49152 - 655535 are DYNAMIC, PRIVATE, or EPHERMAL. Can NOT be registered with IANA. Typically used for temporary purposes and/or automatic allocation of ephermoal ports

- Majority of the software on PCs are CLIENT (initiates communication to server)

- You can actually change the port number for the Remote Desktop (port 3389) by hacking the Registry and modifying the key value

( Computer/HKEY_LOCAL_MACHINE/SYSTEM/CURRENTCONTROLSET/TERMINAL SERVER/WinStations/RDP-Tcp )

- For security reason, it is OFTEN that businesses use a different port to avoid using a well-known port for remote sessions

    *** E-Mail/Mail Port Numbers ***

1. [TCP] - SMTP (Simple Mail Transfer Protocol) [server] - 25 - OUTGOING MAIL ONLY
2. [TCP] - SMPTS (Simple Mail Transfer Protocol Secure) - 465 - OUTGOING MAIL ONLY
3. [TCP] - POP2 (Post Office Protocol) - 109 - INCOMING MAIL ONLY
4. [TCP] - POP3 (Post Office Protocol) - 110 - INCOMING MAIL ONLY
5. [TCP] - POP3S (Post Office Protocol v3 Secure) - 995 - INCOMING MAIL ONLY
6. [TCP/UDP] - IMAP (Internet Message Access Protocol) - 143 - INCOMING MAIL ONLY
7. [TCP] - IMAPS (Internet Message Access Protocol Secure) - 993 - INCOMING MAIL ONLY

    *** E-Mail/Mail Port Numbers ***

    *** File Transfer ***

1. [TCP] - FTP (File Transfer Protocol) [data transfer] - 20
2. [TCP] - FTP (File Transfer Protocol) [control command) - 21
3. [TCP/UDP] - SSH (Secure Shell)/SFTP (Secure File Transport Protocol)/SCP (Secure Copy)/Port Forwarding - 22 
4. [UDP] - TFTP (Trivial File Transport Protocl) - 69
5. [TCP] - SFTP (SIMPLE File Transfer Protocol) - 115
6. [TCP/UDP] - FTPS (File Transport Protocol Secure) [uses SSL] - 443

    *** File Transfer ***

    *** Authentication/Database Protocols ***

1. [TCP] - Telnet [unencrypted text communications] - 23
2. [TCP] - TACACS+ (Terminal Access Controller Access Control System) - 49
3. [TCP/UDP] - Kerberos (authentication system) (KDC) [key distribution center] - 88
4. [TCP/UDP] - LDAP (Lightweight Directory Access Protocol) - 389
5. [TCP] - LDAPS (Lightweight Directory Access Protocol Secure) - 636
6. [TCP/UDP] - Microsoft Active Directory - 445
7. [UDP] - IKE (Internet Key Exchange)/ISAKMP (Internet Security Association and Key Management Protocol) [VPN - protocol #50 ESP] - 500
8. [TCP/UDP] - RADIUS (Remote Authentication Dial In User Service) protocol - 1812
9. [TCP/UDP] - RADIUS (Remote Authentication Dial In User Service) Accounting protocol - 1813
10. [TCP/UDP] - Remote Desktop (Microsoft Terminal Server [RDP]) - 3389
(This is on your PC and is SERVER software)

    *** Authentication Protocols ***

    *** Virtual Private Network (VPN) ***

1. [TCP] - Hypertext Transfer Protocol Secure (HTTPS) + Secure Socket Tunneling Protocol (SSTP) [VPN] - 443
2. [UDP] - L2TP (Layer 2 Tunneling Protocol) - 1701
3. [TCP/UDP] - PPTP (Point-to-Point Tunneling Protocol) - 1723

    *** Virtual Private Network (VPN) ***

    *** Name Resolution (associates domains to IPs/IPs to domains) ***

1. [TCP] - Domain Name System (DNS) - 53
1B.[UDP] - Domain Name System Zone Transfer (DNS) - 53 
2. [UDP] - DHCP (Dynamic Host Configuration Protocol) - 67
3. [UDP] - DHCP (Dynamic Host Configuration Protocol) - 68
4. [TCP/UDP] - NetBIOS [Name Service] - 137
5. [UDP] - NetBIOS [Datagram Service] - 138
6. [TCP] - NetBIOS [Session Service] - 139

    *** Name Resolution (associates domains to IPs/IPs to domains) ***

    *** Network Protocols ***

1. [TCP/UDP] - HTTP (Hypertext Transfer Protocol - 80
2. [TCP] - Hypertext Transfer Protocol Secure (HTTPS) + Secure Socket Layer (SSL) - 443
3. [UDP] - Network Time Protocol (NTP) - 123
4. [TCP] NNTP (Network News Transfer Protocol) - 119
5. [TCP] - NNTPS (Network News Transfer Protocol Secure) - 563
6. [UDP] - SNMP (Simple Network Management Protocol) - 161
7. [TCP/UDP] - SNMP Trap (Simple Network Management Protocol Trap) - 162
8. [TCP/UDP] - NFS (Network File System) - 2049

    *** Network Protocols ***

    *** Misc. Protocols ***

1. [TCP/UDP] NIC (host name) - 101
2. [UDP] - Syslog - 514
3. [TCP] - Syslog Secure - 6514

    *** Misc. Protocols ***
